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Chemical Facility Anti-Terrorism 
Standards



This white paper discusses the importance of understanding the Chemical Facility Anti-Terrorism Stan-
dards (CFATS) for better implementation of process to achieve chemical security in facilities that handle, 
store or distribute high risk chemicals. It suggests specific strategies as to how collaboration with gov-
ernment agencies and technological support can help in mitigating chemical security risks, and thereby 
attain compliance with homeland security regulations. The white paper establishes that an integrated 
approach helps streamline CFATS compliance, manage security risks and reduce overall operating costs.

Understanding CFATS and Its Impacts upon My Business



Introduction

As a part of the nation’s 
critical infrastructure 
security, the processing 
of chemical, its storage, 
distribution and transpor-
tation are issues of signifi-
cant importance and much 
misunderstanding. 
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The Congress has mandated specific 
guidelines and methodologies to assist 
high risk chemical facilities to assess, 
plan and implement a designated level of 
security. Interestingly, the scope of chem-
ical security not only includes traditional 
chemical facilities such as chemical plants, 
electrical generating facilities and refin-
eries, but has expanded to cover agricul-
tural retailers, semiconductor manufac-
turers and liquefied petroleum facilities 
that produce, handle, or store high risk 
chemicals at or above a specified quan-
tity. While chemical safety has long been 
a concern in the United States spurring 
legislative proposals from time to time, the 
events of September 11, 2011 triggered a 
nationwide re-evaluation of the security 
of industrial facilities that use hazardous 
chemicals in quantities that could poten-
tially harm in devastating proportions in 
the event of a terrorist-caused chemical 
release. Organizations such as the Depart-
ment of Homeland Security (DHS) help 
private sector facilities in achieving process 
improvement for secure use and storage 
of high risk chemical.

The Chemical Facility Anti-Terrorism 
Standards (CFATS), effective 8 June 2007, 
under the DHS refers to a set of compre-
hensive federal security regulations for 
chemical facilities considered to pose 
high risk to vulnerable populations in 
the event of a terrorist attack. The 113rd 
Congress extended the authority of CFATS 
to regulate chemical facilities through 15 
January 2014. As opposed to the mistaken 
impression of CFATS as a chemical facility 
regulation, it is, in fact, a regulation that 
covers facilities that use chemicals in the 
U.S. CFATS defines security requirements 
for facilities that produce, process, store 
or distribute specific quantities of approxi-
mately 322 chemicals that DHS has identi-
fied as being extremely dangerous. These 
chemicals, often referred to as Chemicals 
of Interest (COIs), include common indus-
trial substances such as chlorine, propane, 
and anhydrous ammonia, as well as chem-
icals used in specialized facilities. The DHS 
considers each chemical in the context of 
three threats: release; theft or diversion; 
and sabotage and contamination.

Although historically chemical facilities 
have volunteered to engage in security 
activities, policymakers have been outspo-
ken in expressing their concerns over the 
vulnerabilities of the involved facilities. 
COIs have been listed in Appendix A of the 
regulation due to the perceived security 
threat and in recognition of the poten-
tial harm that a large, sudden release of 
chemicals poses to the nation as a whole.



Step One:
Top Screen

Four-Step Process

Currently, compliance with CFATS requires each facility to undergo a four-step process, with provisions for 
repeating any of the processes when the situation arises to do so.
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Top Screen is an online preliminary screen-
ing assessment via DHS secure web-based 
system known as the Chemical Security 
Assessment Tool (CSAT) that determines 
the presence and amount of potential-
ly harmful chemicals, and other facility 
details in an effort to develop a ranking on 
their relative risk. Chemical facilities with 
greater than specified quantities, called 
screening threshold quantities (STQ), of 
any of the 322 chemicals of interest must 
submit a CFATS Top Screen. DHS analyzes 
the worst-case consequences resulting 
from an incident at the facility.

The evaluation yields two possible results: 
either categorized as not High Risk or clas-
sified as High Risk. Not High Risk facilities 
receive letter intimating the same while 
letters to High Risk facilities inform these 
in addition to stating the status: Names 
of COIs that concern DHS; Security issues 
associated with these COIs; the time by 
which the facility must complete the next 
step in CFATS compliance; and the facility’s 
preliminary Tier ranking, varying from 1 to 
4 of decreasing risk. Tier 1 is the highest 
risk; Tier 4 is the lowest of the high-risk 
rankings.

As of October 2013, the DHS has assessed 
initial information submissions from more 
than 44,000 chemical facilities. Approxi-
mately 4,300 facilities have been identified 
as high-risk and the other approximately 
39,700 facilities are low-risk.



Step Two: 
Security
Vulnerability
Assessment (SVA)
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Based on the results of the Top Screen, DHS categorizes facilities into Tiers 1-4. Those in 
Tiers 1-3 (High Risk) are required to complete a Security Vulnerability Assessment (SVA) 
to determine the likelihood that unwanted consequences can be prevented based on 
the security posture of the respective facility. Completed online at a DHS CSAT tool, SVA 
requires facilities to provide greater detail on CIOs, facility inventory, security equip-
ment, access control procedures, and inventory shipping and receiving procedures. 

The submission may lead to either of three possible results: A facility could be removed 
from the list of high-risk facilities; the preliminary tier ranking could be confirmed; or the 
preliminary tier ranking could be changed. The SVA serves two purposes: To determine 
or confirm the placement of a facility in the risk-based tier; and to provide a baseline 
against which to evaluate the site security plan activities. The table below shows the 
number of high-risk facilities in each tier:

Risk Tier Facilities 
with Final 
Tier Decision

Facilities 
Awaiting 
Final Tier 
Decision

Total 
Facilities

1 110 12 125
2 359 47 406
3 1039 161 1200
4 1898 684 2562
Total 3406 904 4293

High-Risk Facilities by DHS under CFATS
(As of October 21, 2013)



Step Three:
Site Security Plan (SSP)
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The facilities must then develop a CSAT 
Site Security Plan (SSP) which ensures that 
covered facilities develop and implement a 
security plan appropriate for their relative 
risk. 

Under the law, each facility must design 
a SSP to address 18 separate Risk Based 
Performance Standards (RBPS) in a manner 
that is appropriate for that particular fa-
cility. DHS ascertains whether the security 
measures indicated in the SSP meet the 
risk-based performance standards.

1.   Restricted Area Perimeter
2.   Secure Site Assets
3.   Screen and Control Access
4.   Deter, Detect and Delay
5.   Shipping, Receipt and Storage
6.   Theft and Diversion
7.   Sabotage
8.   Cyber
10. Monitoring
11. Training
12. Personnel Surety
13. Elevated Threats
14. Specific Threats, Vulnerabilities  or 
Risks
15. Report of Significant Security Incidents
16. Significant Security Incidents
17. Records

CFATS Risk-Based 
Performance 

Standards



Step Four:
Authorization 
and
Compliance
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Upon approval of SSP, a facility receives 
a time frame within which it must imple-
ment the plans. Then DHS begins on-site 
inspections to verify implementation, 
which must include practices detailed in 
the RBPS requirements. As of 21 October 
2013, DHS had authorized or conditionally 
authorized 766 site security plans, and 
inspected and approved the site security 
plan at 348 facilities. Noncompliance can 
result in substantial penalties, including 
authority for DHS to shut down facilities 
and fines amounting to $25,000 per day. 
Facilities that fall into Tiers 1 or 2 must 
resubmit Top Screens every two years and 
those in Tier 3 or 4 in every three years.
CFATS regulations offer the option for regu-
lated facilities to submit an Alternative Se-
curity Plan (ASP) in lieu of the standard SSP 
to “leverage existing security investments,” 
in order to enhance private innovation. The 
ASP provision allows facilities to prioritize 
security measures that meet their needs 
and leverage existing investments. Some 
companies have already invested substan-
tial money into the improvement of tech-
nology through high-tech cameras, new 
fences, better IDs, and more guards. These 
initiatives indicate that serious efforts are 
being made in the private sector to meet 
chemical facilities’ security needs. 

Also the DHS encouragement to apply for 
certification under the Support Anti-ter-
rorism by Fostering Effective Technolo-
gies (SAFETY) Act will help private sector 
innovation as it lowers the liability risks of 
creating products for combating terrorism. 

1. Securing high-risk chemical facilities is a 
comprehensive undertaking that involves 
a national effort, including all levels of 
government and the private sector.

2. Risk-based tiering to guide resource 
allocations.

3. Reasonable, clear, and calibrated per-
formance standards will lead to enhanced 
security.

4. Recognition of the progress many com-
panies have already made in improving 
facility security leverages those advance-
ments.

Overall, the number of facilities assigned 
a risk tier by DHS has declined since the 
CFATS began, enabling the regulator to 
assert that CFATS program is inducing 
entities to voluntarily reduce the chemical 
holdings to levels below the regulated 
quantity.

The development of the 
CFATS regulatory structure is 
guided by four principles:



CFATS Concerns
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However, the program has been subject to programmatic and administrative chal-
lenges on grounds of implementation of best practices including the lack of trans-
parency of facility tiering and risk assessments. Concerns have also been raised that 
DHS’s risk-analysis capabilities and methods are largely inadequate for informing 
departmental decisions. The 18 RBPS are intended to promote the development 
and implementation of best practices without inhibiting business and innovation. 
However, in reality, they have been quite different, leaving facilities largely uncer-
tain over what is expected of them in meeting the DHS’s standards. Conflicting 
feedback from inspectors in the course of pre-authorization visits and authorization 
inspections reflected issues in training and hiring capable and experienced inspec-
tors.

There have been many calls for further regulation of the chemical sector with calls 
for the extension of CFATS regulations to exempted facilities, particularly public 
water and wastewater treatment facilities. There have also been calls for Inherently 
Safer Technology (IST) mandate which would require companies to consider alter-
native safer chemicals to replace the potentially dangerous chemicals of interest. 
However, industry leaders have opposed this mandate, claiming that it would be 
potentially harmful to both industry and security. They argue that it will increase 
business costs, placing an increased burden on manufacturers, and that the mixing 
of chemicals necessary to substitute certain COIs have the potential to be equally 
dangerous, or even more dangerous than the COIs themselves.

Position of the 
Private Sector

Although the CFATS program places the responsibility for solving security concerns 
on the federal government, private sector facilities, state and local governments must 
cross-collaborate to enhance U.S. chemical security. While the government must de-
termine facilities’ risk levels, set performance standards, and assess security plans and 
compliance, the DHS and the private sector should join hands to develop commonsense, 
market-conscious policy solutions. Facility owners ought to be detailed on how the 
information provided by facilities in a security vulnerability assessment is analyzed, how 
tiering decisions are made, and potential changes that would affect a facility’s tier level. 
It will help facility owners to inform decisions about management practices.

The DHS should take a truly risk-based approach to chemical security in order to 
promote security policies that both keep the nation safe and respect its free-market 
principles. The authorities should guard against excessive regulation and leave room for 
creative, cost-effective private-sector solutions. Greater investment through public-pri-
vate partnerships in technology creation will ensure that critical infrastructure is protect-
ed and is equally capable of bouncing back quickly when disaster strikes. Transparent 
policies and sufficient cooperation with the public sector will help in collaborative devel-
opment of commonsense, market-conscious policy solutions for U.S. chemical security.



Private sector companies must consider CFATS compliance as a 
part of the overall security management strategy and emphasize 
on the development of an integrated and cost effective approach 
to site security that incorporates the risk posed by terrorism and 
at the same time adequately covers common security issues. 

As the compliance requirements for CFATS are specific to an-
ti-terrorism issues, companies need to select appropriate security 
upgrades designed for the evolved threat of terrorism. It is also 
crucial to ensure that investment in security systems and equip-
ment, which create the layers of protection, meet the needs of 
DHS. The security manager needs to comprehend the full range 
of critical assets, threats, and vulnerabilities involved to address 
them adequately. 

Companies should aim at identifying:
• The range of critical assets, threats, and vulnerabilities not 

explicitly considered under CFATS.
• Additional investments to support necessary security up-

grades to aid in staying complaint.
• Optimization of the security suite to meet both DHS and 

other facility security goals.
• Specific vulnerabilities as compared to the RBPS.
• Differences in CFATS assets identified in the SVA as compared 

to all processes and chemical storage areas that may be criti-
cal due to business impact.

Collectively, the RBPS standards signal at the requirement for a 
synergistic approach to chemical security management, specifical-
ly the need for monitoring employee identity and access control 
to restricted areas. For example, RBPS 3 specifies the need to 
Screen and Control Access which requires facilities to “implement 
a regularly updated... system that checks the identification of 
facility personnel and other persons seeking access to the facility.” 
While RBPS 7 calls for deterrence of insider sabotage, RBPS 8 is 
specific to cyber sabotage for terrorist purposes. RBPS 12 requires 
appropriate background checks and security training of facility 
personnel, and necessitates procedures aimed at validating insid-
ers’ identity and for visitors with access to critical areas.

An effective chemical security program should complement exist-
ing processes, and chemical security assessments should con-
sider all safety related risks including sabotage, theft workplace 
violence, contamination, etc. Companies usually screen their own 
employees, however, contractors and non-company workers with 
equal levels of access go unnoticed.

Technology for CFATS
Compliance
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For firms with multiple operations self-assessment and plan-
ning processes should be developed to elicit involvement 
by all facilities, large and small alike. Chemical firms must 
aim at employing comprehensive emergency planning and 
response processes through dedicated security managers. 
Facilities need to perform security and vulnerability assess-
ments, and develop chemical security related policies, plans 
and procedures and audit methodologies. Staffs training in 
security awareness, workplace violence prevention support-
ed by emergency plans and periodic review of security de-
partments also help in staying compliant. Proactive security 
surveys and/or vulnerability assessments offer a perspective 
on where you stand and help to plan for where you should 
be while helping mitigate liabilities. 

Complying with CFATS requires multiple stages of evalua-
tion and compliance, and technological solution can assist 
a chemical facility’s efforts to meet CFATS guiding principles 
in several ways. A software-based solution renders CFATS 
compliance an element of day-to-day operations rather 
than an independently managed project and provides a 
secure approach to managing physical access. Software can 
integrate with an existing physical security infrastructure and 
can automate all processes related to personnel and visitors 
checks. A software-based system adds value in ensuring 
compliance and providing security metrics, and prepares 
organizations to prevent risk-based events before they occur. 

Private sector facilities must collaborate with a preferred 
partner who can provide a specific and scalable security 
solution that cost-effectively addresses each of the relevant 
Risk-based Performance Standards (RBPS). Although the 
responsibility for chemical security is shared among federal, 
state, and local governments, the onus is on private sector 
facilities to maintain a constant vigil against chemical mis-
appropriation. A chemical facility that adopts an integrated 
approach will improve its security posture in a defining way 
by identifying a broader range of risks unique to the facility. 
The strategy will help in identifying safeguards to protect 
the facility against the risks that drive CFATS, and eliminating 
risks that facilities face every day. The CFATS regulation may 
evolve with further congressional action and facilities opting 
for broader view now will be better positioned to meet 
changes in future chemical security regulation.


