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A private, not–for-profit agency that contracts with governmental entities and families to 
provide for people with intellectual and developmental disabilities.

The Executive director was looking for greater visibility with regard to the risks associated 
with the confidentiality, integrity and availability of electronically stored Personal Health 
Information (PHI), as well as, other sensitive data stored on their network and premises. 
The organization also needed to ensure that CMS security policies were being enforced in 
real-time, particularly those administrative and technical safeguards pertaining to HIPAA
compliance. The Compliance assessments needed to inform all four of the interconnect-
ed phases of HIPAA  (Prevention-Mitigation, Preparedness, Response, and Recovery) 
but especially serve as a significant component of the prevention mitigation phase of 
HIPAA management to help determine which areas should be the priorities of focus. 
“Our challenge was not only to conduct risk assessments, but also to provide appropriate 
reports that detail what Board executives need to know, and understand about our entire 
HIPAA management posture,” explains, Director of IT. “It took tremendous effort just to 
get reports that provided the information we needed to make decisions. We are a small 
organization with limited staff, and HIPAA compliance assessment became a significant 
undertaking, requiring more resources than the IT department had internally. The director 
wanted another solution.

After an evaluation of the several HIPAA Compliance solutions, the director, and his team 
selected the ComplianceWatch software, and the Consulting services from Riskwatch 
International, because they felt it was: designed for small healthcare organizations, and 
it provided a top down, and bottom-up view of organizational compliance. The custom-
izable generated reports clearly identified vulnerabilities, performed gap analysis of the 
Organizational Safeguards, Administrative Safeguards, Physical Safeguards, and Technical 
Safeguards. ComplianceWatch helped them start tracking, and managing their mitigation 
program by eliminating paper-based surveys, spreadsheets, check-lists, power point dia-
grams, photographs, and replaced them with an evidence-based Compliance Assessment 
tool. This tool assisted them with developing a roadmap for evaluating vulnerabilities, 
identifying opportunities for security technology enhancements, gauging progress, and 
illustrated how proper planning, and adaptations to security technology can benefit the 
entire IT operation, and create efficiencies that go beyond the implementation of HIPAA. 
In addition, it provided the security department with reports identifying critical vulnerabil-
ities, compliance vs. non-compliance, and rationale for prioritizing technology and training 
investments.

“The Compliance assessment your team has 
provided us is one of the most comprehensive 
assessments I have reviewed, enabling our 
organization to more effectively improve HIPAA 
compliance, and information security.”

Director of IT & Compliance

SITUATION

SOLUTION

CASE STUDY |  HIPAA

www.riskwatch.com

ASSESSING HIPAA COMPLIANCE

NON-FOR-PROFIT FACTS

BUSINESS NEED
Assess HIPAA compliance, IT security, and 
strengthen reporting and regulatory compliance

BUSINESS SOLUTION
Compliance Assessment  solution using 
ComplianceWatch combined with consulting 
services by Riskwatch International 

BUSINESS VALUE
Objective and expert HIPAA audit identifies 
relevant issues and provides an actionable 
roadmap for regulatory compliance


